Pool House Community Primary School
Online Safety Policy

ICT in the 21* Century is seen as an essential resource to support learning and teaching, as
Consequently, schools need to build in the use of these technologies in order to- arm our

Information and Communications Technology covers a wide range of resources including;
weh-hased and mohile learning. It is also important to recognise the constant and fast paced
evolution of ICT within our society as a whole. Cwrrently the intermet technologies children
e Webhsites
Learning Platforms and Virtual Learning Environments
Email and Instant Messaging
Chat Rooms and Social Networking
Blogs and Wikis

Podcasting

Mohile/ Smart phones with text, video and/ or weh functionality,
Other mohile devices with web functionality

Whilst exciting and beneficial both in and out of the context af education, much ICT,

particularly webh-based resources, are not consistently policed. All users need to be awure of
the range of risks associated with the use of these Internet technologies.

At Pool House Community Primary School we understand the responsibility to educate owr
to enable them to remain hoth safe and legal when using the internet and related

Both this policy and the Acceptable Use Agreement (for all staff, governors, visitors and
(such as PCs, laptops, wehcams, whitehowrds, digital video equipment, etc); and technologies
owned by staff, but brought onto school premises (such as laptops, mohile phones and
camera phones).

Roles and Responsihilities

As Online Safety is an important aspect of strategic leadership within the school, the Head

embedded and monitored. The named Online Safety Champion in our school is Paul Mearmns

who has heen designated this role as a member of the senior leadership team. Al memhbers
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of the school community have been made awwre of who holds this post. It is the role of the
Online Safety, co-ordinator to keep abreast of current issues and guidance through

organisations such as Lancashire Authority, Becta, CEOP (Child Exploitation and Online
Protection) and Childnet.

Senior Management and Governors are updated by the Head/ Online Safety Champion and
all governors have an understanding of the issues and strategies at our school in relation to
This policy, supported by the school's acceptable use agreements for staff, governors, visitors
It is linked to the following mandatory school policies: child protection, health and safety,
and behaviowr (including the anti-bullying) policy and PHSCE.

Online Safety skills development for staff
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induction.

o Al staff have been made aware of individual responsihbilities relating to the
safeguarding of children within the context of Online Safety and know to report the
misuse of technology by any member af the school community to the Online Safety
Champion or the Headteacher-

o All staff are encournged, to incorporate Online Safety, activities and awareness within

e Staff take part in Safer Internet Day annually within their classes.

Managing the school Online Safety messages

e We endeavour to emhed Online Safety messages across the cwriculwm whenever the
internet and/or related technologies are used.

e The Online Safety policy will be introduced. to the pupils at the start of each school
year.

e Online Safety rules are displayed in each classroom.

Online Safety in the Curriculum

ICT and online resources are increasingly used across the cwriculum. We believe it is
essential for Online Safety guidance to he given to the pupils on a regular and meaningful
opportunities to- promote Online Safety.

e The school provides opportunities within a range of cwriculum areas to teach about
Online Safety.

e Educating Key Stage 2 pupils on the dangers of technologies that mayhe encountered
Safety cuwrriculwm.



e Pupils are awwre of where to seek advice or help if they experience problems when
using the internet and related technologies; i.e. parent/ carer, teacher/ trusted staff
memher, or an organisation such as Childline/ CEOP report abuse button.

e Pupils are taught to critically evaluate materials and learn good searching skills
through cross cwrricular teacher models and discussions.

Managing the Internet
Use of the Internet to Enhance Learning:

Pupils are taught what intermet use is acceptable and what is not.

Internet access will be planned to enrich and extend learning activities.

Staff will preview any recommended sites/images/videos hefore use.

Jor the pupils’ age and ability.
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Authorised Internet Access

o All staff must read and sign the ‘Acceptable Use Agreement hefore using any school

ICT resource.
e Parents are asked to sign and retwmn a consent form for pupil access.

World Wide Web

o If staff or pupils discover unsuitable sites, the URL (address), time, content must he
reported to the Local Authority helpdesk via the Headteacher or Online Safety
Champion.

e School will ensure that the use of Internet derived materials by pupils and staff

e Pupils should be taught to be critically aware of the materials they are shown and
how to validate information before accepting its accuracy.

o It is the responsihility of the school, by delegation to the network manager, to ensuwre
that Anti-virus protection is installed and kept up to date on all school machines.

Sotial Networking for Staff and Pupils

The use of public social networking sites (e.g. face hook/twitter) is not allowed, in school.

e School will block/filter access to social networking sites and newsgroups unless a
specific use is approved.

e Pupils will be advised never to give out personal details of any kind which may,
identify them or their location.

e Pupils are taught not to place personal photos on any social network space.

o Staff and pupil friendships are forbidden.

o If staff/pupils choose to use such sites at home they are aware of any comments they
make.



Mohile technologies

use. Under no circumstances does the school allow a member of staff to- contact a
pupil or parent/ carer using their personal device.

Staff are not permitted to use mohile phones / texts during lesson time.

Cuwrrently pupils are not allowed to bring personal mohile devices/phones to school.
The school is not responsible for the loss, damage or theft of any personal mohile
device.

The sending of inappropriate text messages hetween any memher of the school
The sending or storing of inappropriate images is not allowed.

Managing email

and pupils. In the context of school, email should not he considered private. Educationally,
different projects, be they staff hased or pupil based, within school or international. We
recognise that pupils need to understand how to style an email in relation to their age and
good ‘netiquette’. In order to achieve ICT level 4 or above, pupils must have experienced

It is the responsibility of each account holder to keep the password secure. For the
email histories can bhe traced. This should be the account that is used for all school
business.

Under no circumstances should staff contact pupils, parents or conduct any school
Pupils may only use approved e-mail accounts on the school system.

Pupils must immediately tell a teacher if they receive offensive e-mail.

Pupils must not reveal personal details of themselves or others in e-mail
conmumunication, or arrange to meet anyone without specific permissiorn.

Safe Use of Images

thﬂwmmmoj&pamu&(onbehuglojlpuml&) and staff, t}wsdwotpzmuts,
Staff are not permitted to use personal digital equipment, sudba&nwmtephunz&and,
camerus, to record images of pupils, this includes when on field trips.

and camerus, to record images of the others, unless when on field trips and at the

Consent of adults who work at the school



e Permission to use images of all stafff who work at the school is sought on induction.
Publishing pupil's images and work

On a child’'s entry to the school, all parents/guardians will be asked to give permission to use
their child’s work/photos in the following ways:
e general media appearances, eg local/ national media/ press releases sent to the press
highlighting an activity (sent using traditional methods or electronically).
e This consent form is considered vulid for the entire period that the child attends this
school. Parents/ carers may withdraw permission, in writing, at any time.

Published content and the school wehsite and learning platform.
e Photographs that include pupils will be selected carefully and will not enahle
individual pupils to be clearly identified.
e Pupils’ full names will not be used anywhere on the Weh site or Blog, especially in
e Written permission from parents or carers will be ohtained bhefore photographs of
pupils are published on the school Web site.

Wehcams and CCTV

e Pupils are alerted to the danger of using weh cams as an extension of a chat room.
Although this will be highly unlikely at school, pupils need to know the risks involved
when using web cams at home.

e Parents are asked to sign and retwmn a consent form for pupil access.

Filbor

The school will work in partnership with the Local Authority, Becta, esafe and the Internet
Service Provider to ensuwre filtering systems are as effective as possible.

Managing Emerging Technologies

Emerging technologies will be examined by the ICT co-ordinator for educational benefit and a

Information System Security,

School ICT systems capacity and security will be reviewed, regularly.
Security strategies will he discussed with the Local Authority.
Protecting Personal Data

Personal data will be recorded, processed, transferred and made avuilable according to the
Data Protection Act 1998.

Assessing Risks



e The school will take all reasonable precautions to prevent access to inappropriate
material. However, due to the international scale and linked Internet content, it is not
possible to guarantee that unsuitable material will never appear on a school computer.

e The school will audit ICT use to estahblish if the Online Safety policy is adequate and,
that the implementation of the Online Safety, policy is appropriate.

Equal Opportunities

Pupils with additional needs

The school endeavours to create a consistent message with parents for all pupils and this in
twn should aid establishment and futuwre development of the schools’ Online Safety rules.
reminders, prompts and further explanation to reinforce their existing knowledge and
understanding of Online Safety issues.

Where a pupil has poor social understanding, careful consideration is given to group
interactions when raising awareness of Online Safety. Intemet activities are planned and

Parental Involvement

We helieve that it is essential for parents/ carers to he fully involved with promoting eSafety
hoth in and, outside of school:

e Parents/ carers and pupils are actively encouruged to contribute to- adjustments or
reviews of the school Online Safety policy via Online Safety training, governor meetings,
parents guestionnaire

e Parents/ carers are asked to read through and sign acceptable use agreements on

e Parents/ carers are required to- make a decision as to whether they consent to images
af their child being taken/ used in the public domain (e.g., on school website)

Handling Online Safety Complaints

e Complaints of Internet misuse will be dealt with by the Online Safety Champion or
Headteacher and recorded in the Incident Log. (Appendices).
e Any complaint ahout staff misuse must be referred to the Headteacher-

e Complaints of a child protection natwre must be reported to the Named Persons for
Child Protection.

Pupils are encowruged to inform their teacher or other adults in school regarding anything
which makes them feel uncomfortable while using, ICT.

Comumunication of Policy

Pupils
e Rules for Internet access will be posted in all networked rooms.
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e Pupils will be informed that Internet use will he monitored and a report sent to the

Stafp
e All staff will be given the School Online Safety Policy and its importance explained.
e Staff should be aware that Internet traffic can be monitored and traced to the
individual user. Discretion and professional conduct is essential.

Parents
e Parents attention will be drawn to the School Online Safety, Policy in newsletters, the
school prospectus and on the school website.

Links to Other Policies

Health and Safety Policy.

Child Protection and Safeguarding Policy.

Acceptahle Use Policy.

Behaviowr Policy.

P.S.H.C.E.

Reviewing this Policy

Review Protedure

There will he an on-going opportunity for staff to discuss with the Online Safety coordinator
any issue of Online Safety that concerns them.
TMWWWW@WWWWWCMGWW
the orders or guidance in any way.

Evaluation and review

This policy wus reviewed in June 26



Primary Acceptable Use Pupil

Agreement / Online Safety Rules

v
v
v
v
v
v

v

v

v

I will only use ICT in school for school purposes.

I will only use my class email address or my own school email address

I will only open email attachments from people I know, or who my
teacher has approved.

I will not tell other people my ICT passwords.

I will only open/delete my own files.

I will make sure that all ICT contact with other children and adults is
responsible, polite and sensible.

I will not deliberately look for, save or send anything that could be
unpleasant or nasty. If I accidentally find anything like this I will tell
I will not give out my own details such as my name, phone numher or
home address. I will not arrange to- meet someone unless this is part of a
school project approved by my teacher and a responsible adult comes with
me.

I will be responsible for my behaviowr when using ICT because I know
that these rules are to keep me safe.

I know that my use af ICT can he checked and that my parent/ carer
contacted iff & member of school staff is concerned about my Online Safety.



Dear Parent/ Guardian

ICT including the internet, email and mohile technologies, etc has hecome an important part
af learning in our school. We expect all children to be safe and responsible when using any
ICT.

Please read and discuss these Online Safety rules with youwr child and retwrn the slip at the
hottom of this page. If you have any queries or require further information, please contact

Mr Meamns.

Name af Child Class

The Online Safety rules have heen discussed and. ..............ccccoevviiiiiiniiinn, (child,
name) agrees to follow the rules and to support the safe use of ICT at Pool House

Community Primary School.

.........................................................................................................................

.........................................................................................................................................................



Incident Log

Pool House Comumunity, Primary School Online Safety, Log

Details af ALL Online Safety incidents to he recorded by the Online Safety Champion. This incident log will e
monitored termly by the Headteacher, Memher of SLT or Chair of Governors. Any incidents inwolving
Cyherbullying should be recorded on the Bullying Incident Record Form.

Date & Time

Name of Pupil or Staff
Member

Male or
Female

Room and,
computer/ device
numher

Details of Incident (including
evidence)

Actions and
reasons
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